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LIS\ l5EC835

F)ighth Semester B.E. Degree Examination, July/August 2022
Network and Gyber Security

l'irnc: 3 hrs. Max. Marl<s: 80

Notc: .lrrswer on), FIVF lfull questiorts, choositrg ONE./ull question.from euch rtrodule.

Module-l
I a. [:rxplain paranrctcrs o1'SSl- corrncction and SSI- scssittt"t in dctail

b. Dcscribc SSl. Ilccorcl protocol u'ith suitablc diagrarn.

0lt
a. trrplain tor-rr phascs olSSl. handshakc protocol action rvith ncat cltagram. (08 Nlarhs)

b. What is purl tonvarding'/ Iirplain local and rcmotc fbrwarding supported by Sccurc Shcll
(SSII ) (otl \Iarli,s)

Module-2
3 a. Lixltlain PGP (l'}rctty Gooci I)rivacy) nressage gcncration and rcception tcchniqucs. (0tt )larks)

b. I:rplain MIMIr (l\4ultipurpose Internet Mail lrxtensions) content types. (0tl NIarks)

oR
a l:xplain Dontain Keys ldcntillcci Mail (DKIM) lirnction llorv. (0tl }Iarks)
ir. With a help ol'function modulcs ancl stanclardizccl protocol, explain lnternct nrail

archilccturc. (otl llarks)

Module-3
5 a. DiscLrss Internet Key I'rxchange (lKE) header fbrmat. (Otl \'larks)

b. Drar.v lPsec Architccture and erplairr Security Association Database (SAD) paramctcrs.
(Ott llarks)

(0tt llarks)
(0tt NIarks)

(()tt N{arks)
(()tt \tarks)

(05 -\'Iarks)
(05 ]Iarks)
(06 lVlarlis)

(10 l{arks)
(06 )larks)

(10 )Iarks)
(06 !Iarks)

(06.!Iarks)

(05 \'larks)
(05 !larks)

OR
6 a. Describc proc(rssing nroclel lclr or-rtbound and inbound packct ftlllowed in IP traffic

tr. Lrxplarn basic contbinations ol'security associatior-rs using a suitable diagran"r.

Motluler-4
7 a L:xplain [bllorving Arrtipattern - Clatalogs.

i) Ncvcr l{cad thc I-ogs

ii) Wcbify lrvcrthing
b. Ilxplain the docLrmcnt * driven certillcation and Accreditation

OR
a. I:xplain lirllcyber antipattern tclttplate rn detarl.

b. l'rrplain lirrces tn cvber antipattcrns

Nlodule-5
9 a. Describe Zachntan {ianrework lbr enterprise architecture

b. Irxplain architcctural problem solving patlcrns indetail.

olr
l0 a. I:xplain llost based sccttrity tcchnologies.

b. Write a note on the bllou,ing ..

i.t Enterprise WorkshoP
ii) Nlatrir Mining.

s(c
U

n

E
c lv/

tr
r

!

****+


